Emerging XSS Vulnerabilities in html Log Viewers

Firewall, IDS and E-Mail XSS - Implications beyond Webservers 

On March 4th, security researchers Hugo Vazquez Caram & Toni Cortés Martínez of Infohacking Research, Barcelona, Spain, posted vulnerability information to bugtraq demonstrating what they call “ILLC” (Inverse Lookup Log Corruption) on multiple html log analyzers. They provide examples of attacks that successfully accomplish Log “IP Spoofing”, code injection and hiding requests. Their work describes a method for sending XSS malicious code in a domain name returned to information systems performing inverse/reverse DNS lookups. Their research also covered an additional XSS exploit and raised DNS issues. 

The principal concern is that Hugo and Toni demonstrated that where inverse/reverse DNS is implemented, “When generating a report, with some log analyzers (that show results in html), the script will be executed.”. They demonstrate that the XSS malicious code is executed on;

Apache 2.0.44 on Windows/Linux

IIS 6.0

Iplanet 6 on Windows

And their research shows that log analyzers “vulnerable to "ILLC" include WebTrends, SurfStats, and WebLogExpert. 

They also state in the section “-HIDING REQUESTS (Iplanet 6 on Windows)” that by “Combining the possibility of hiding a request and the Cross Site Scripting technique we could execute scripts on the machine that runs the Report Generator of the Iplanet Web Server in a “stealth” way.”

Implications for Firewalls, IDS’s and E-Mail systems

An issue mentioned in their post is that Log viewer users may think that they are not vulnerable to this exploit because they select configurations which indicate that “text only” viewing is used . For Iplanet users, this assumption is erroneous (some configuration issues below). Hugo & Toni state ”Moreover, Iplanet log analyzer always uses a web browser to show the results of the report, although the user selects “Only text output”, so it will be always exploitable.”.

Hugo and Toni also recommend that “To solve this kind of problems it would be nice (to have) a more aggressive filtering on DNS responses and HTTP requests on all the headers.” 

Their research shows that the complexity of the issue should require that Firewall, IDS, and E-Mail Vendors test and explicitly state that their applications do not allow this “ILLC” XSS exploit to work and;

Absent clear Vendor statements of XSS protection, explicit user information should be provided so that default or easily overlooked configurations can be disabled to prevent inverse/reverse DNS lookups through Log Viewing or “Active Connection” html based monitoring applications.

IP Spoofing and Apache 1.3.27
Michael McDonnell, GCIA, has reviewed the posted research and offers the following;

By default apache does not do reverse DNS lookups on the IP address of HTTP clients and so only the IP address would be logged, minimizing the IP spoofing threat.  However  because of a subtle flexibility in the default logging configuration, it is possible under some circumstances for apache to end up performing hostname lookups even when you have explicitly configured apache not too.

The default configuration of Apache 1.3.27 creates two logfiles, one that records access, and one that records errors.  The access log has as its first field the DNS name or IP address of the HTTP client accessing the server.  It should be made clear that the behavior is such that the DNS name is recorded if apache is configured to perform reverse lookups and if a reverse lookup succeeds.  If apache is not configured to perform reverse lookups or if a reverse lookup fails then the IP address is recorded.

The logging behavior of apache is controlled by the LogFormat and CustomLog and directives.  By default you will find the following are configured:

LogFormat "%h %l %u %t \"%r\" %>s %b" common

Logfile logs/access_log common

The first parameter on the LogFormat line is “%h” which tells apache that it should log the DNS name of the HTTP client if it is available and log the IP address if it is not available.

The default configuration of apache is to not perform reverse DNS lookups.  This is controlled by the HostNameLookups directive.  By default you will find the following is configured:

HostNameLookups Off

This description of apache's default configuration would lead to the conclusion that only the IP address of the HTTP client would be recorded when HostNameLookups is set to “Off” and thus apache could not be IP spoofed in the manner described as part of the ILLC discussion.  Generally this is true, however when access restrictions based on hostname or domain lookups are activated, apache will automatically enable reverse DNS lookups, overriding the “HostNameLookups Off” directive.  

For example if either of the following access restriction directives applied to an apache server with the default logging configuration, DNS names would be logged even when HostNameLookups is set to “off.”

allow from .mydomain.com

deny from somehost.otherdomain.com
This is not an obvious behavior, and since the default logging configuration is such that the DNS name is logged when it is available (“%h”) an apache server could be vulnerable to the IP spoofing behavior without it being entirely obvious to the systems administrator.

It is not strictly possible to rely upon the “HostNameLookups Off” directive to ensure that only IP addresses are logged.  The best way to ensure that apache only logs IP addresses is to modify the default logfile configuration so that only IP addresses are logged for the HTTP client, and never DNS names.  This can be done with a simple change the LogFormat directive.   The following line shows how: %a is used as the first field of the logfile entry, instead of %h.  The “%a” parameter only logs the IP address and never the DNS name.

LogFormat "%a %l %u %t \"%r\" %>s %b" common

LogFormat "%a %l %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined

So what if you actually want or need to use “%h” or “allow/deny from .domain.com” directives?

Most servers disable hostname lookups for performance reasons.  Hostname lookups slow down apache's responsiveness since each logfile entry cannot be written until the hostname lookup completes.  To avoid the ILLC IP spoofing problem in an environment where hostname lookups are desired, the best way would be to log both the IP and hostname in separate fields of the access log.  Then it would be possible to audit the access logs for attempts at spoofing. 

The following apache configuration directive would log both the IP address and DNS name (if available).

LogFormat "%a %h %l %u %t \"%r\" %>s %b" common

LogFormat "%a %h %l %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined

Notice the lines start with both “%a” and “%h.”  The IP address of the HTTP client will always be logged, and if the DNS name is available from a reverse DNS lookup it will be logged as the second field.  If the DNS name is not available the IP address will appear again in the second field.

And the following AWK command would identify any ILLC-style IP spoofing attempts:

awk --posix '/^(([[:digit:]]{1,3}\.){3}[[:digit:]]{1,3} ){2}/ && $1 != $2' access_log

This awk command, while cryptic, simply checks that the first two entries of the access_log file are made up of four numbers of 1 to 3 digits joined by decimals ('.')... basically things that look like IP addresses and ignores entries for which the IP’s match as would occur if a reverse DNS lookup failed.  I am sure one could write a program the verifies that they are in fact really IP addresses; this is just a quick and dirty example to show how auditing might work.

I think that this attack will not hold up to temporal correlation analysis of the default apache logfiles.  Of course, it is not likely that anyone would do such an analysis unless something else suspicious was going on.  A comparison the timestamps on error logs and access logs would reveal a mismatch of IP address/DNS information. Of course this assumes that the attacker hits an URL that generates an error.  It might be possible to automate the process of looking for mismatched access/error log entries.  For example one could write a program to look for 404 errors in the access log and then check for entries in the error_log with the same timestamp and check for mismatched IP/DNS info.  On a busy server where there are many hits per second this kind of correlation would be difficult or impossible.  To avoid future IP spoofing attempts it would be simpler to reconfigure apache as described above.  However if one wanted to check for past exploitation then temporal correlation might be useful.

Additional information posted by Hugo Vazquez Caram & Toni Cortés Martínez of Infohacking Research;

Date: Thu, 06 Mar 2003 12:35:23 +0000

Fr4om: Hugo Vázquez Caramés <overclocking_a_la_abuela@hotmail.com>

Subject: ILLC

To: bugtraq@securityfocus.com
We would like to clarify some points on our previous post about Inverse 

Lookup Log Corruption.

"ILLC" has nothing to do with CERT advisory "CA-2000-02" 

(http://www.cert.org/advisories/CA-2000-02.html). With our technique an 

attacker can  spoof the IP on web server logs...(completely on Iplanet and 

partially on Apache). Moreover an attacker can also hide requests on the 

Iplanet log analyzer (with the "format=" prefix on it's hostname)... 

This allowed us to show 7 new different bugs:

-Partial log IP spoofing on Apache (ILLC)

-Full IP spoofing on Iplanet (ILLC)

-Full hiding requests on Iplanet (ILLC)

-XSS on Iplanet Log Analyzer (ILLC)

-XSS on WebTrends (XSS in HostName)

-XSS on Surfstats (XSS in HostName)

-XSS on Webexpert (XSS in HostName)

While playing around with log analyzers, we also found other 2 XSS bugs 

(these ones exploiting CERT advisory "CA-2000-02" )

-XSS on LoganPro (XSS in UserAgent)

-XSS on Webexpert (XSS in UserAgent)

Regards,

Hugo Vázquez Caramés & Toni Cortés Martínez

Infohacking Research 2001-2003

Barcelona

Spain
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